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PIC32MZ1025DAK176T-1/2]
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PIC32MZ2025DAS169T-1/6J
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@ PIC32MZ Graphics
MicrocHer (DAK/DAL/DAR/DAS) Family

PIC32MZ Graphics DAK/DAL/DAR/DAS Family Silicon
Errata and Data Sheet Clarifications

PIC32MZ Graphics DAK/DAL/DAR/DAS Family

The PIC32MZ Graphics DAK/DAL/DAR/DAS family of devices that you have received conform
functionally to the current Device Data Sheet (DS60001565A), except for the anomalies described in this
document.

The silicon issues discussed in the following pages are for silicon revisions with the Device and Revision
IDs listed in Table 1.

The errata described in this document will be addressed in future revisions of the PIC32MZ Graphics
DAK/DAL/DAR/DAS family silicon.

Note: This document summarizes all silicon errata issues from all revisions of silicon, previous as well
as current.

Data Sheet clarifications and corrections (if applicable) can be located in Data Sheet Clarifications
section, that is, following the discussion of silicon issues.
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Table 1. SILICON DEVREV VALUES

Revision ID for Silicon Revision (DEVID[31:28])(1)

Part Number Device ID (DEVID[27:0])(1)
PIC32MZ1025DAK169 0x8A0C053
PIC32MZ1025DAL169 0x8A0D053
PIC32MZ1064DAK169 0x8AOF053
PIC32MZ1064DAL169 0x8A10053
PIC32MZ2025DAK169 0x8A15053
PIC32MZ2025DAL169 0x8A16053
PIC32MZ2064DAK169 0x8A18053
PIC32MZ2064DAL169 0x8A19053
PIC32MZ1025DAR169 0x8A42053 -
PIC32MZ1025DAS169 0x8A43053
PIC32MZ1064DAR169 0x8A45053
PIC32MZ1064DAS169 0x8A46053
PIC32MZ2025DAR169 0x8A4B053
PIC32MZ2025DAS 169 0x8A4C053
PIC32MZ2064DAR169 OX8A4E053
PIC32MZ2064DAS169 Ox8A4F053
PIC32MZ1025DAK176 0x8A78053
PIC32MZ1025DAL176 0x8A79053
PIC32MZ1064DAK176 0x8A7B053
PIC32MZ1064DAL176 0x8A7C053
PIC32MZ2025DAK176 0x8A81053
PIC32MZ2025DAL176 0x8A82053
PIC32MZ2064DAK176 0x8A84053
PIC32MZ2064DAL176 0x8A85053
PIC32MZ1025DAR176 OXBAAE053 3
PIC32MZ1025DAS176 O0X8AAF053
PIC32MZ1064DAR176 0x8AB1053
PIC32MZ1064DAS176 0x8AB2053
PIC32MZ2025DAR176 0x8AB7053
PIC32MZ2025DAS176 0x8AB8053
PIC32MZ2064DAR176 0x8ABA053
PIC32MZ2064DAS176 0x8ABB053

Note:

1. Refer to the “Memory Organization” and “Special Features” chapters in the current device Data
Sheet (DS60001565A) for detailed information on Device and Revision IDs for your specific device.
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Silicon Issue Summary

1. Silicon Issue Summary
Table 1-1. Silicon Issue Summary

Affected

Issue Summary

ADC DNL 211 DNL Specification is not met and upto 10 missing codes are possible. X
ADC Turbo Mode 21.2 Turbo Mode is Not Functional. X
Crypto Partial Packet 221 The Crypto Engine does not support partial packet processing. X
Crypto Zero-length Packet 222 The Crypto Engine does not support a Hash operation on an empty string. X
CTMU T 231 Edge Sequencing mode (EDGSEQEN bit (F)TMUCON<10>)) and Edge modes are not X
functional.

CTMU TGEN 2.3.2 When the TGEN bit is set, manual current sourcing from CTMU is not possible.
Deep Sleep Power Down 241 Deep Sleep mode is not functional. X
DMA PMD Bits 2.5.1 Setting the PMD bit for DMA (PMD7<4>) does not disable clocks to the DMA peripheral. X
EBI Chip Select 26.1 For Asynchronous NOR Flash, EBI mtern::tlock specification, TEB|CLK (EB10), is not X
EBI VDDIO Range 2.6.2 EBI is not functional when VDDIO < 2.5V. X

. EBIRDYEN1 bit (CFGEBIC<25>), EBIRDYENZ2 bit (CFGEBIC<26>), EBIRDYENS3 bit

EBI SIS 263 (CFGEBIC<27>) are not functional and always set to ‘1’. X
Input Capture Debug 271 Debug breakpoints are not supported when using Input Capture with DMA. X

2 i 2
2c Speed 281 14C module does not mg.et Iqw period of the SCL cloc_k (tLow) parameter from 1<C X

specification for clock frequency >= 400 KHz.

12c Start/Restart 2.8.2 When the 12C module is in Slave mode, Start and Restart interrupts are not functional. X
12c 12C Slave 283 The 7-bit address that matches the 10-bit upper address value (111_10xx) is not X

accepted regardless of the STRICT bit setting.

The PMP input buffer full flag, IBOF, and the output buffer underflow, OBUF, are getting
PMP Status Flags 2.9.1 setas soon as the PMP module is enabled in Slave mode (PMPTTL bit (PMCON<10>) X
is equal to '1").

Data from the MMC card can not be read correctly when the block size is set smaller

SDHC MMC 2.10.1 e R e X

SDHC Card Detect 2.10.2 The SDHC module may not function if the SDCD pin is not used. X

SDHC Card Detect Status 2.10.3 Card detect status indication through the CDSLVL bit (SDHCSTAT1<18>) is inverted. X

SDHC Write Protect Status 2.10.4  Write protect status indication through the WPSLVL bit (SDHCSTAT1<19>) is inverted. X

SDHC Stop at Block Gap 2.10.5 The Stop at Block Gap feature of the SDHC module is not functional. X

Sleep IPD 2111 3 mA increase in sleep current when PB5DIV is disabled. X

S Wake-up 2112 Multiple sleep attempts which occur.before the CPU has fully awakened, may stall the X
CPU until the next reset event.

SOSC Ready Status 2121 The validity of the SOSCRDY bit (CLKSTAT<4>) is not guaranteed. X

- At the end of a transmission, the SRMT bit can indicate the completion of the
Sl Beclansc s transmission for one PBCLK even though the transmission has one block remaining. X
. SQI does not meet the maximum Serial Clock Frequency (FCLK) specification from the
Sle]] Operational Frequency  2.14.1 Data Sheet when VDDIO < 2.5V. X
Special Functions The CPU stalls if the SQI Special Function Registers are read before the REFCLKO2

sal . 2.14.2 ’ X
Registers clock is enabled after a Reset.

Temperature Sensor IVTEMI;;’;n;;:erature 2.15.1 The temperature sensor IVTEMP (ADC channel 43) does not function. X

© 2019 Microchip Technology Inc. DS80000823B-page 4
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Silicon Issue Summary

........... continued

Affected
. . 1
Issue Summary Revisions(1)

Timer1 in Asynchronous External Counter mode does not reflect the first count from an

Timer1 Asynchronous Counter | 2.16.1 extenal T1CK input. X
:
Timer1 Asynchronous Mode 2.16.3 | Timer1 counts beyond the period value in Asynchronous mode when the period is 0x01. X
Timer1 Gated Mode 2.16.4 Timer1 does not work properly in Gated mode with prescaler enabled. X
Timer1 TMR1 Register Writes 2.16.5 Back-to-back writes to the TMR1 register are not allowed for four PBCLK cycles. X

The Asynchronous Timer Write Disable bit, TWDIS
Timer1 Asynchronous Timer1 2.16.6 (TxCON<12>), and the Asynchronous Timer Write in Progress bit, TWIP (TXCON<11>), X
are non-functional.

If timer match coincides with entry into sleep mode, timer event triggers and interrupt

Timer2-9 Match 2171 X
may not occur.

Timer2-9 Debug 2172 On a debug breakpoint, TMRXx register, x=2-9, may not be representative of the correct X

value.
Timer2-9 Match 2173 If timer match coincides with entry into Idle mode, timer event triggers and interrupt may X
not occur.
) The UART Stop bit duration is shorter than expected in High-Speed mode

UART High-Speed Mode  2.18.1 (UXMODE.BRGH = 1) for baud rates less than 7.5 Mbps. X

UART OERR bit 2182 Clearing the receive buffer overrun error'through the OERR bit (UxSTA<1>) clears the X
receive buffer.

USB Host Resume 2191 USB Host module does not send correct resume signal on the USB bus on subsequent X

suspend/resume sequences.
USB Remote Resume 2192 USB Host module unexpectedly wakes up the CPU from sleep when remote resume is X
enabled
UsB Resume 2.19.3 USBRF bit (USBCRCON<25>) is not functional. X
USB LPM 2.194 Link Power Management (LPM) Feature is not functional. X
Host Disconnect USB Host module does not wakeup CPU from sleep when a USB device is

USB . 2.19.5 ) X
Detection disconnected.

VBAT VBAT 2.20.1 VBAT is not functional. X

Note:

1. Only those issues indicated in the last column apply to the current silicon revision.

© 2019 Microchip Technology Inc. DS80000823B-page 5
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Silicon Errata Issues

Silicon Errata Issues

This document summarizes all silicon errata issues from all revisions of silicon, previous as well as
current. Only the issues indicated by the shaded column in the following tables apply to the current silicon
revision (B1).

ADC

DNL
DNL Specification is not met and upto 10 missing codes are possible.

Workaround
None.

Affected Silicon Revisions

X

Turbo Mode

Turbo mode (TRBEN bit (ADCCON1<31>) = 1) is not functional when two channels are linked for the
purpose of increasing throughput.

Workaround

Users can still increase the effective throughput rate by interleaving ADC cores and trigger sources by
connecting multiple dedicated high-speed ADCs to the same analog input, and staggering the respective
ADCx core triggers appropriately.

Affected Silicon Revisions

X

Crypto

Partial Packet

The output digest of a partial message cannot be used as the initial vector for continuing the
cryptographic operation on the remainder of the message. The full message must be processed in one
operation.

Workaround
None.

© 2019 Microchip Technology Inc. DS80000823B-page 6
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2.3

2.31

2.3.2

2.4

2.41

PIC32MZ Graphics (DAK/DAL/DAR/DAS) ...

Silicon Errata Issues

Affected Silicon Revisions

X

Zero-length Packet
The Crypto Engine does not support a hash operation on an empty string (i.e., string with zero length).
The Crypto Engine times out and does not return a valid hash.

Workaround
Use the fixed known hash of the empty string.

Affected Silicon Revisions

X

CTMU

Triggers
Edge Sequencing mode (EDGSEQEN bit (CTMUCON<10>)) and Edge mode are not functional.

Workaround
Use level modes.

Affected Silicon Revisions

e/ | | | |
X

TGEN
When the TGEN bit is set, manual current sourcing (i.e., setting the EDG1STAT bit (CTMUCON<24>))
from CTMU is not possible.

Workaround
None.

Affected Silicon Revisions

X

Deep Sleep

Power Down
Deep Sleep mode is not functional.
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2.51

2.6

2.6.1

2.6.2
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Silicon Errata Issues

Workaround
None.

Affected Silicon Revisions

X

DMA

PMD Bits
Setting the PMD bit for DMA (PMD7<4>) does not disable clocks to the DMA peripheral.

Workaround
Use the ON bit (DMACON<15>) to enable or disable DMA globally, or use the CHEN bit (DCHxCON<7>)

to enable or disable individual channels.

Affected Silicon Revisions

X

EBI

Chip Select
For Asynchronous NOR Flash, EBI internal clock specification, Tegic .k (EB10) is not met.

Workaround
When asynchronous NOR is attached to EBI, the system frequency must be reduced to 180 MHz for it to
function properly.

Affected Silicon Revisions

X

VDDIO Range
EBI is not functional when VDDIO < 2.5V.

Workaround
None.

© 2019 Microchip Technology Inc. DS80000823B-page 8
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2.7

2.71

2.8

2.81
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Silicon Errata Issues

Affected Silicon Revisions

X

EBIRDYXx pin as GPIO
EBIRDYEN1 bit (CFGEBIC<25>), EBIRDYEN2 bit (CFGEBIC<26>), and EBIRDYENS bit
(CFGEBIC<27>) are not functional and always set to ‘1°.

Workaround
None.

Affected Silicon Revisions

X

Input Capture

Debug
Debug breakpoints are not supported when using Input Capture with DMA.

Workaround
None.

Affected Silicon Revisions

X

I2C
Speed
I2C master module does not meet low period of the SCL clock (t, ow) parameter from 12C specification for

clock frequency >= 400 kHz.

Workaround
None.

Affected Silicon Revisions

X

© 2019 Microchip Technology Inc. DS80000823B-page 9
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2.8.3

2.9

2.91

210

2101
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Silicon Errata Issues

Start/Restart
When the 12C module is in Slave mode, Start and Restart Interrupts are not occurring or properly reflected
in the IFSx flag bits.

Workaround
Use software polling to test the 12C Start or Restart Status bit, S (I2CxSTAT<3).

Affected Silicon Revisions

X

I2C Slave
The 7-bit address that matches the 10-bit upper address value (111_10xx) is not accepted regardless of
the STRICT bit setting.

Workaround
None.

Affected Silicon Revisions

e/ | | | |
X

PMP

Status Flags

The PMP Input Buffer Status Full bit (IBOF (PMSTAT<8>) and the Output Buffer Underflow Status bit
(OBUF (PMSTAT<6>) are set as soon as the PMP module is enabled in Slave mode (i.e., the PMPTTL bit
(PMCON<10>) is equal to '1").

Workaround

After PMP Slave mode initialization and before enabling PMP interrupts, clear the Input Buffer Full Flag
(IBOF bit (PMSTAT<8>)), the Output Buffer Underflow Flag (OBUF bit (PMSTAT<6>)), and the
corresponding PMP IFSx interrupt flags.

Affected Silicon Revisions

X

SDHC

MMC
Data from the MMC card can not be read correctly when the block size is set smaller than 512 bytes (i.e.,
the BSIZE<9:0> bits (SDHCBLKCON<9:0>) are smaller than 0x200).

© 2019 Microchip Technology Inc. DS80000823B-page 10
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2.10.3

2104
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Silicon Errata Issues

Workaround
None.

Affected Silicon Revisions

X

Card Detect
The SDHC module may not function if the SDCD pin is not used.

Workaround 1:
Ensure that the SDCD pin is used and driven to a low state externally.

Workaround 2:

Set CDSSEL (SDHCCON1<7>) to '1' and CDTLVL (SDHCCON1<6>) to '0'.

Affected Silicon Revisions

X

Card Detect Status
Card-detect status indication through the CDSLVL bit (SDHCSTAT1<18>) is inverted.

Workaround 1:
Use ACMDA42 to detect the card's presence.

Workaround 2:

If SDCD is used for card detect, add a software work around to invert the CDSLVL
(SDHCSTAT1<18>) state.

Affected Silicon Revisions

e /| | .|
X

Write Protect Status
Write-protect status indication through the WPSLVL bit (SDHCSTAT1<19>) is inverted.

Workaround 1:
If SDWP is used for Write-protect, use the SDWPPOL bit (CFGCON2<28>) to invert the WPSLVL bit
(SDHCSTAT1<19>) state.

Workaround 2:

If SDWP is used for Write-protect, add a software work around to invert the WPSLVL bit
(SDHCSTAT1<19>) state.
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Silicon Errata Issues

Affected Silicon Revisions

X

Stop at Block Gap
The Stop at Block Gap feature of the SDHC module is not functional.

Workaround
None.

Affected Silicon Revisions

e /| |/ |
X

Sleep

IPD

When PBCLKS is disabled (i.e., the ON bit (PB5DIV<15> ) = 0), there is a 3 mA increase in sleep IPD
current.

Workaround
Do not disable PBCLKS5 before entering Sleep mode.

Affected Silicon Revisions

X

Wake-up

Multiple sleep attempts (i.e., WAIT instruction with the SLPEN bit (OSCCON<4>) =1) which occur within
20 ps of awake event, before the CPU has fully awakened, can cause the CPU to stall until a Power-on
Reset (POR) event.

Workaround
Be sure that at least 20 ps elapse before attempting to put the CPU to sleep (WAIT instruction with
SLPEN bit (OSCCON<4>) =1) after it awakens from a previous sleep.

Affected Silicon Revisions

X
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213
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214

2141
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Silicon Errata Issues

SOSC

Ready Status
The validity of the SOSCRDY bit (CLKSTAT<4>) is not guaranteed.

Workaround
None.

Affected Silicon Revisions

e /| |/ |
X

SPI

Block Transmission

Just before the last block of a transmission is shifted out to the SPI pins, the SRMT bit may incorrectly
indicate that the transmission is done. However, this does not affect the Transmit Buffer Empty Interrupt
(STXISEL<1:0> bits (SPIXCON<3:2>) = 0).

Workaround
Use the interrupt notification rather than polling the SRMT bit to determine when a transmission has
completed.

Affected Silicon Revisions

X

sal

Operational Frequency

SQl peripheral does not meet maximum Serial Clock Frequency (Fc k) specification from the data sheet
when VDDIO < 2.5V.

Workaround
None.

Affected Silicon Revisions

e /| | .|
X
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Silicon Errata Issues

Special Functions Register

After a Reset, the first access to the SQI SFRs must be a write. A read access can stall the CPU,
requiring a Reset to clear. The typical initialization code may include a write to the SQIEN bit. The
SQI1CFGbits.SQIEN=0 instruction is a read, modify, and write sequence. After a Reset, this sequence
will stall the CPU. Similarly, only reading the SQI SFRs will also stall the CPU if that read is the first
access after a Reset.

Workaround

Users must enable REFCLKO2 before reading the registers from the SQI peripheral. Do not use the
“SQI1CFGbits.SQIEN=0" instruction to enable the SQI, instead use the
“SQIMCFGCLR="_SQICFG_SQIEN_MASK" instruction.

Affected Silicon Revisions

e /| |/ |
X

Temperature Sensor

IVTEMP Temperature Sensor
The temperature sensor, IVTEMP (ADC channel 43), is not functional.

Workaround
Consider using CTMUT temperature sensor ADC channel (AN40).

Affected Silicon Revisions

e /| |/ |
X

Timer1

Asynchronous Counter

In Asynchronous external counter mode, (i.e., TCS bit (T1CON<1> = 1), TSYNC bit (T1CON<2> = 0),
and TECS<1:0> (T1CON<9:8> ='0b01)), Timer1 does not reflect the first count from an external T1CLK
input.

Workaround
None.

Affected Silicon Revisions

X
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Silicon Errata Issues

TMR Register

The Timer1 register (TMR1) in Asynchronous external counter mode, (i.e., TCS bit (T1CON<1> = 1),
TSYNC bit (T1CON<2> = 0), and TECS<1:0> (T1CON<9:8> = '0b01)), remains at the initial set value for
five external clock pulses after wake-up from Sleep mode.

Workaround
None.

Affected Silicon Revisions

X

Asynchronous Mode
Timer1 counts beyond the period value in Asynchronous mode when the period is 0x01.

Workaround
Set the Timer1 period, PR1, to a value greater than 1.

Affected Silicon Revisions

X

Gated Mode

Timer1 does not work properly in Gated mode (i.e., TGATE bit (T1CON<7> = 1), TCS bit (T1CON<1> =
0) with the prescaler enabled (TCKPS<1:0> bits (T1CON<5:4>) = ‘0b00)).

Workaround
None.

Affected Silicon Revisions

X

TMR1 Register Writes
Back-to-back CPU writes to the TMR1 register are not allowed for at least four PBCLK cycles.

Workaround
None.

Affected Silicon Revisions

e /| |/ |
X
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Silicon Errata Issues

Asynchronous Timer1
The Asynchronous Timer Write Disable bits (TWDIS (TxCON<12>)) and the Asynchronous Timer Write In
Progress bits (TWIP (TxCON<11>)) are not functional.

Workaround
None.

Affected Silicon Revisions

X

Timer2-9

Match
If timer match coincides with entry into Sleep mode, timer event triggers and interrupt may not occur.

Workaround
None.

Affected Silicon Revisions

e /| |/ |
X

Debug
On a debug breakpoint, TMRX register, x=2-9, may not be representative of the correct count value.

Workaround
None.

Affected Silicon Revisions

X

Match

When timer operation is discontinued in IDLE mode (i.e., the SIDL bit ( TXCON <13>) is set), and timer
match coincides with entry into Idle mode, timer event triggers and interrupt may not occur.

Workaround
None.
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Silicon Errata Issues

Affected Silicon Revisions

X

UART

High-Speed Mode
The UART TX Stop bit duration is shorter than the expected in High-Speed mode ( i.e., the BRGH bit
(UxMODE<3>) = 1) for baud rates less than 7.5 Mbps.

Workaround

For baud rates less than 7.5 Mbps, operate the UART in standard Speed mode, that is, the BRGH bit
(UxMODE<3> = 0) and calculate UxBRG register value. For baud rates greater than 7.5 Mbps, operate
the UART in High-Speed mode (i.e., BRGH bit (UXMODE<3>) = 1) and re-calculate the UxBRG register
value.

Affected Silicon Revisions

X

OERR Bit

Clearing the receive buffer overrun error through the OERR bit (UxSTA<1>) clears the receive buffer. This
condition occurs when the RUNOVF bit (UXMODE<16>) is set, and an overflow condition occurs.

Workaround
When a receive buffer overrun error occurs, read the entire receive FIFO through the UXRXREG register

before clearing the OERR bit (UxSTA<1>).

Affected Silicon Revisions

X

USB

Host Resume

USB Host module does not send the correct resume signal on the USB bus on subsequent suspend or
resume sequences.

Workaround
None.

© 2019 Microchip Technology Inc. DS80000823B-page 17



2.19.2

2193

2194

2.19.5

PIC32MZ Graphics (DAK/DAL/DAR/DAS) ...

Silicon Errata Issues

Affected Silicon Revisions

X

Remote Resume
USB Host module unexpectedly wakes up the CPU from sleep when remote resume is enabled. (i.e.,
when the USBWKUPEN bit (USBCRCON<0>) is equal to ‘1’).

Workaround
None.

Affected Silicon Revisions

X

Resume
The USBRF bit (USBCRCON<25>) is not functional.

Workaround
Do not poll the USBRF bit (USBCRCON.<25>), instead use Suspend or Resume interrupt.

Affected Silicon Revisions

X

LPM
USB Link Power Management (LPM) Feature is not functional.

Workaround
None.

Affected Silicon Revisions

X

Host Disconnect Detection
USB Host module does not wakeup CPU from sleep when a USB device is disconnected.

Workaround
None.
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Silicon Errata Issues

Affected Silicon Revisions

X

2.20  Vgar

2201 Vgar
The Vgat pin is not functional. Connect the Vgar pin to VDDIO.

Workaround
None.

Affected Silicon Revisions

X
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Data Sheet Clarifications

Data Sheet Clarifications
The following typographic corrections and clarifications are to be noted for the latest version of the device
data sheet (DS60001565A):

Note: Corrections are shown in bold. Where possible, the original bold text formatting has been
removed for clarity.

There are no Data Sheet Clarifications to report.
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Revision History

Revision History

Revision B Document - 04/2019
Changed data sheet reference number from DS60001561A to DS60001565A.

Revision A Document - 03/2019
This is the initial released version of this document.
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The Microchip Web Site

Microchip provides online support via our web site at http://www.microchip.com/. This web site is used as
a means to make files and information easily available to customers. Accessible by using your favorite
Internet browser, the web site contains the following information:

* Product Support — Data sheets and errata, application notes and sample programs, design
resources, user’s guides and hardware support documents, latest software releases and archived
software

* General Technical Support — Frequently Asked Questions (FAQ), technical support requests, online
discussion groups, Microchip consultant program member listing

* Business of Microchip — Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Customer Change Notification Service

Microchip’s customer notification service helps keep customers current on Microchip products.
Subscribers will receive e-mail notification whenever there are changes, updates, revisions or errata
related to a specified product family or development tool of interest.

To register, access the Microchip web site at http://www.microchip.com/. Under “Support”, click on
“Customer Change Notification” and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative
* Local Sales Office
» Field Application Engineer (FAE)
» Technical Support
Customers should contact their distributor, representative or Field Application Engineer (FAE) for support.

Local sales offices are also available to help customers. A listing of sales offices and locations is included
in the back of this document.

Technical support is available through the web site at: http://www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

» Microchip products meet the specification contained in their particular Microchip Data Sheet.

» Microchip believes that its family of products is one of the most secure families of its kind on the
market today, when used in the intended manner and under normal conditions.

» There are dishonest and possibly illegal methods used to breach the code protection feature. All of
these methods, to our knowledge, require using the Microchip products in a manner outside the
operating specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is
engaged in theft of intellectual property.

» Microchip is willing to work with the customer who is concerned about the integrity of their code.
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* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their
code. Code protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the
code protection features of our products. Attempts to break Microchip’s code protection feature may be a
violation of the Digital Millennium Copyright Act. If such acts allow unauthorized access to your software
or other copyrighted work, you may have a right to sue for relief under that Act.

Legal Notice

Information contained in this publication regarding device applications and the like is provided only for
your convenience and may be superseded by updates. It is your responsibility to ensure that your
application meets with your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY
OR OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS
CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR FITNESS FOR PURPOSE.
Microchip disclaims all liability arising from this information and its use. Use of Microchip devices in life
support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, AnyRate, AVR, AVR logo, AVR Freaks, BitCloud,
chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, Heldo, JukeBlox, KeelLoq,
Kleer, LANCheck, LINK MD, maXStylus, maXTouch, MediaLB, megaAVR, MOST, MOST logo, MPLAB,
OptoLyzer, PIC, picoPower, PICSTART, PIC32 logo, Prochip Designer, QTouch, SAM-BA, SpyNIC, SST,
SST Logo, SuperFlash, tinyAVR, UNI/O, and XMEGA are registered trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

ClockWorks, The Embedded Control Solutions Company, EtherSynch, Hyper Speed Control, HyperLight
Load, IntelliMOS, mTouch, Precision Edge, and Quiet-Wire are registered trademarks of Microchip
Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, Anyln, AnyOut, BodyCom,
CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController, dsPICDEM,
dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial Programming,
ICSP, INICnet, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, memBrain, Mindi, MiWi,
motorBench, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient
Code Generation, PICDEM, PICDEM.net, PICKkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE,
Ripple Blocker, SAM-ICE, Serial Quad I/0, SMART-L.S., SQI, SuperSwitcher, SuperSwitcher I, Total
Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock, Wireless DNA, and ZENA are
trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.
Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary of
Microchip Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
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© 2019, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.
ISBN: 978-1-5224-4371-1

Quality Management System Certified by DNV

ISO/TS 16949

Microchip received ISO/TS-16949:2009 certification for its worldwide headquarters, design and wafer
fabrication facilities in Chandler and Tempe, Arizona; Gresham, Oregon and design centers in California
and India. The Company’s quality system processes and procedures are for its PIC® MCUs and dsPIC®
DSCs, KEELOQ® code hopping devices, Serial EEPROMSs, microperipherals, nonvolatile memory and
analog products. In addition, Microchip’s quality system for the design and manufacture of development
systems is ISO 9001:2000 certified.
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